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IIPOKYPATYPA

ropoga HuxkueBapTOBCKa

KubepnpectynjieHus, yCTAHOBJICHHAS 3AKOHOM OTBETCTBEHHOCTb 32 MX
COBepLIeHHE U CIIOCO0BI NPEeI0TBPALLICHUS

Kubepnpecrynnenue — 93T0 o00IIee Ha3BaHUE JiI BCEX THUIIOB KPUMHUHAIBHOU
AKTUBHOCTH, COBEPIIIAEMON C MCIOJIB30BAaHUEM BBIYMCIUTEIbHBIX MalIMH u/uwin VMHTepHEeTa.
Kubepnpecryrnnenue MOXKET COBEpIIATBCS C  MOMOIIBIO  PA3JIMYHBIX  METOJOB M
WHCTPYMEHTOB, HampuMmep, (QUIIUHT, BHUPYCHI, IMIMUOHCKOE MPOTpaMMHOE OOeCIeUeHHE,
IPOrpaMMBbI-BBIMOTaTENIM U COLMANIbHAS MHXKEHEPHSI — Yallle BCETO C LEbI0 KPaKu JIMYHBIX
JAHHBIX WX (PUHAHCOBBIX CPEICTB.

Kubepnpecrynnocts B Poccuiickoii ®enepauuyd Ha CETOAHSIIHUNA JA€Hb JOCTHIJIA
O0JBIIOr0 pa3zMaxa, YeEMY YpPE3BBIYAMHO MOCMOCOOCTBOBANIO MOBCEMECTHOE MOAKIIOYCHHE
rpaxaaH K WH()OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHAsT ceTu «WHTepHeT» C MOMOIIbIO
HOYTOYKOB, CMapT(}OHOB, TUTAHIIIETOB U JIPYTUX YCTPONCTB, U IO MPABy CUUTACTCS OJHOU U3
caMbIX MPUOBUTBHBIX chep KPUMUHAIBHOTO OM3HECA B IIEJIOM.

PaccmoTpuM HEKOTOpBIE pacnpoCTpaHEHHBIC BBl KuOepmpecTymieHui. OqHuM u3
HUX  SIBJISETCS  KUOEPMOIIEHHUYECTBO, II€JIbI0  KOTOPOTO  SIBISIETCS  MPUYHHEHHE
MaTEPUAILHOTO WJIM MHOTO yilepba MyTeM XUIICHHs JTUYHOW HH(POpPMAILMU MOJIH30BATEIS
(HOMepa GaHKOBCKHX CUETOB, MACTIOPTHBIE JIAHHBIE, KOJABI, TAPOJIU HAP.).

Haubonee pacnpocTpaHeHHBIM BUAOM  KHOEpMOIIEHHHYECTBA  SIBISETCA  Tak
Ha3bIBa€MbI «CKUMMUHI». Ero cyTh 3akirodaercs B TOM, YTO C TIOMOIIBIO TEXHUYECKUX
CPEIICTB MPECTYIMHUKN KOMUPYIOT MAarHUTHYIO MOJOCY KapThl U CUUTHIBAIOT €€ MUH-Ko1. Ha
OCHOBE TOJIYYCHHBIX JAHHBIX OHU W3TOTABIMBAIOT MOMAJIETBHYIO TUIACTUKOBYIO KapTy, MpU
MCIIOJIb30BAaHUH KOTOPOU I€HBIM CITUCHIBAIOTCS C OPUTHUHATA.

Hpyroit cmoco6 kuOepMoIIeHHHYECTBA — «(PUIIUHTY, KOT/Aa MPECTYITHUKH MOJTYYatoT
uHDOpMaIMIO O KapTe MUCTAHIIMOHHO. J[JI1 ATOrO OHM MPHCHIIAIOT rpaxaaHuHy SMS c
IpochOOH COOOIIMTE MTUH-KOJI U CVV-KOJ, IPEACTABIAAChCOTPYAHUKAMHU OaHKa.

B nensax mpoTUBOAEWUCTBHUS Pa3BUTHIO M POCTY KHOEPHPECTYMHOCTH, (eaepabHbIM
3aKOHO/ATEJIEM YCTaHOBIICHA IOPUIMYECKAs] OTBETCTBEHHOCTh 32 COBEPIIECHUE JAHHOTO Poja
JICSTHUM.

Cormacio 4. 1 cr. 159.6 VYromoBaoro xoaekca Poccuiickoii ®Denepanuu 1o
MOIIICHHHYECTBOM B cdepe KOMIBIOTEPHON MHGOPMAIMKM TOHUMAETCA XUIICHUE YY>KOTO
MMYIIECTBA WM NPUOOpETEHHE MpaBa Ha YyXKOE€ HMMYIIECTBO IYTEM BBOJAA, YAAJICHUS,
OJIOKUpOBaHUS, MOIU(DUKAIIUN KOMITBIOTEPHOU WHGOpMANHK JTHO0 HHOTO
BMEIIATEIhCTBA B (YHKIIMOHUPOBAHHWE CPEICTB XpaHEHUs, OOpaOOTKM WM Tepeaadn
KOMITBIOTEPHON MHGOpMAIHH WM MHHOPMAITMOHHO-TEIICKOMMYHHKAITMOHHBIX CETEH.

3a JaHHOE MPECTYIUIEHWE MPEeIyCMOTpPEHA YroJIOBHAsi OTBETCTBEHHOCTh B BHUJE
mtpada B pazmepe 10 120 Teicsiu pyOsiedt wiu B pa3Mmepe 3apa0OTHOW IJIAThl WM HWHOTO
JI0X0Ja OCYXKJIGHHOTO 3a MEePHUOoJ] 0 OJHOr0 roja, Ju0o obsi3aTeNbHble PadOThl HA CPOK 0
360 wacoB, MO0 MCHpaBUTENbHBIE PA0OTHI HA CPOK JO OJHOTO Toja, JUO0 OrpaHUYCHHE
CBOOOJIBI Ha CPOK JI0 JIBYX JIET, JUOO MPUHYIUTENIbHbIE pabOThl Ha CPOKJO JBYX JET, TUOO
apecT Ha CPOK J0 YEThIPEX MECSIIEB.

MormieHHHYECTBO B c(hepe KOMIBIOTEpPHOU MH(OpMaINK, COBEPIIEHHOE MOCPEICTBOM
HEMPABOMEPHOI'0 JIOCTyMa K KOMIBIOTEPHON HMH(pOpMAIUU WM TOCPEICTBOM CO3IaHMUS,



HCIIOJIb30BaHUSI M PAcCHpOCTPaHEHUS] BPEIOHOCHBIX KOMIIBIOTEPHBIX Iporpamm, TpeOyeT
JOTIOJIHUTENbHOU KBaMu(UKAMU 1O CT. cT. 272, 273 wunm 274.1 YTromoBHOTro Kojekca
Poccuiickoit @enepaunm.

Cormacio 4. 1 cr. 159.3 VronoBHoro koaekca Poccuiickoit ®enepauuu mnon
MOIIIEHHUYECTBOM C MCIOJIb30BAHUEM IUIATEKHBIX KAPT MOHUMAETCS XHILEHHE YYy>KOro
MMYILECTBA, COBEPIIEHHOE C HMCIOJIb30BAHUEM MOAJEIBHON WM MpHUHAAJEKAIIEH ApyroMy
JUIY KPEIUTHOM, paCU€THOM WJIM MHOM TIATEeKHOM KapThl IyTeM 0oOMaHa YIOJIHOMOYEHHOTO
pabOTHUKA KPEIUTHOM, TOPrOBOM MJIM MHOW OpraHu3aliH.

VYkazaHHoe nesHue HakasbiBaeTcs wmTpadgoM B pasmepe 1o 120 Teicsu pyOneimiu
B pazMepe 3apabOoTHOM IMIaThl WIM MHOTO J0X0Ja OCYXJAEHHOIO 3a MepUoJ A0 OAHOIrO roja,
60 o0s3aTenbHBIMU paboTaMu Ha cpok 10 360 yacoB, 1MO0 UCHPABUTENBHBIMUA paboTaMu
Ha CPOK JI0 OJHOTO roja, Ju0O OrpaHuYeHHeM CBOOOJbI Ha CPOK A0 ABYX JET, JUOO
NPUHYIUTEIbHBIMA pab0TaMU Ha CPOK 10 JIBYX JIET, TMOO JIMIIEHUEM CBOOOJIbI Ha CPOK 0
TpEX JIeT.

VYT0JI0BHO-HAaKa3yeMbIM JESTHUEM SBIISETCS M3TOTOBJIEHUE, MPUOOPETEHUE, XPAHEHHUE,
TPAHCIIOPTUPOBKA B IIEJIAX HMCIOJIb30BaHUS WJIM COBITa MOJJEIbHBIX IUIATEKHBIX KapT, a
Tak)Ke COBIT MOJJEIbHBIX MJIATEXKHBIX KapT. Takke 3aKOHOM YCTaHOBJIEHA OTBETCTBEHHOCTh
3a U3roTOBJICHUE, TPUOOPETEHUE, XPAHEHHE, TPAHCIIOPTUPOBKY B LEJSIX UCIOIb30BAHUS WU
cObITa DJIEKTPOHHBIX CPEACTB, TEXHMYECKUX YCTPOMCTB, KOMIIBIOTEPHBIX MPOrPAMM,
NpelHa3HAYeHHBIX JUJII HENpPaBOMEPHOTO OCYIIECTBJICHMSI TpUEMa, BbIJAa4yW, TMepeBoja
JICHEKHBIX CPEJICTB.

[IpotuBoaeiicTBHE KUOepIpecTyIICHUSIM OTHOCHUTCS K KOMITIETEHIIUU
IPABOOXPAHUTEIBHBIX OPraHOB, YIOJHOMOYEHHBIX Ha obOecnedyeHre HWHOOpPMAIMOHHON
O0e3omacHocTd. Bwmecte ¢ Tem, psIoBble TOJIB30BATENM TaKkKe MOTYT CYIIECTBEHHO
OCTIOCOOCTBOBATH MPECEUEHUIO POCTa KHOEPIIPECTYITHOCTH, 3a0JI0KUPOBAB OCHOBHON METO/]
pacnpocTpaHeHus] KUOepIpecTyIUIeHUI: BPEJJOHOCHOE MPOrpaMMHOE 0OecTieueHue.

Taxxe, B LENMAX NPEAyNPEKICHUS KUOEPHPECTYIUICHUM TMONIb30BATENSIM CIIETYET
IPUACPKUBATHCS CICAYIOMMUX Mep MHGOOPMAIIMOHHONW 0€30MacHOCTH: HE 3arpyXaTh (hauibl
U3 HEMPOBEPEHHBIX HWCTOYHHUKOB; HE TMEPEeXOJUTh IO CChUIKaM, COJAEpXKaIIUMCS B
ANEKTPOHHBIX MUChMaX HE3HAKOMBIX OTIPABHUTENEH; HE COOOIaTh HUKOMY CBOM Mapoiu U
JUYHbIC JaHHbBIC.

OmuuM w3 Hambosee 3(PGEKTUBHBIX METOJOB 3alllUThl IMEPCOHAIBHBIX JaHHBIX,
COJIepKAIUXCSl Ha KOMIBIOTEPHBIX U MOOWMIIBHBIX YCTPOMCTBAX, OT HECAHKIMOHUPOBAHHOTO
J0CTyNa KUOEPIPECTYIMHUKOB IO-MIPEKHEMY SBJSIETCS HCIOIb30BAaHUE COBPEMEHHBIX U
KayeCTBEHHBIX aHTUBUPYCHBIX IPOrpaMM.

O craBmMX W3BECTHHIMU (aKkTaX COBEpIICHHUS KUOEPIPECTYIUICHUN, CIeayeT

HE3aMe/UINTEIbHO COOOIIUTh B OPraHbl BHYTPEHHUX JEII.
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